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Server Error in YASPNET Secunty” Application.

o ol 300 s vy a4 as cowl sulpsl, vg>
Sy 03,8 @Blol b lgal, ol 51 (xSo Mo sls wud |,
Slu<Script>;giws,>Scriptsl Ju8(%00) NULL SIS i
L 9uU (s J..S Jlwo ,:-,r.... ol e it :
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Private Sub Buttonl Click(ByVal sender As System.Object,ByVal e As System.EventArgs)

Handles Buttonl.Click
IblIMessage. Text = Server.HtmlEncode(txtName. T ext)
End Sub
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Private Sub btnLogin_Click(ByVal sender As System.Object,ByVal e As System.EventArgs)
Handles btnLogin.Click
SqlConnectionl1.Open()
Dim str As String = "SELECT * FROM Users WHERE UserID="" _
& txtName.Text & "' AND Password=""& _
txtPassword.Text & "
Dim comm As New SglCommand(str, SglConnectionl)
Dim reader As SqlDataReader = comm.ExecuteReader()
If Not reader.HasRows Then _
Response.Write("Login failed. Please try again™)
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While reader.Read()
Response.Write("Hello " & reader("UserName"))
End While
End Sub
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Hello Microsoft SQL Server 2000 - .00, 194 (Intel 3086) Aug
6 2000 00:57:48 Copyright (c) 1988-2000 Microsoft
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Private Sub btnLogin_Click(ByVal sender As System.Object,ByVal e As System.EventArgs) _

Handles btnsecurel ogin.Click
SqlConnection1.0Open()

Dim str As String = "SELECT * FROM Users WHERE " & _

"UserID=@userID AND Password=@password"

Dim comm As New SglCommand(str, SqlConnectionl)
comm.Parameters. Add(" @userID", txtName. Text)
comm.Parameters.Add(" @password", txtPassword.Text)
Dim reader As SqlDataReader = comm.ExecuteReader()

If Not reader.HasRows Then Response.Write("Login failed. Please try again™)

While reader.Read()

Response.Write("Hello " & reader("UserName"))
End While

End Sub
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Public Function ComputeHashValug(ByV al data() As Byte) As Byte()
Dim hashAlg As SHA1 = SHA1.Create

Dim hashvalue() As Byte = hashAlg.ComputeHash(data)

Return hashvalue

End Function

i ySHashgws,l a0 s YU &b (oilex>1 U | W 3 9y Sgcune
Dim hashValug() As Byte
hashValue = ComputeHashV alue(Encoding.ASCI|.GetBytes(txtPassword.Text))
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Sl had aS S sw oslaiwl (swgoc 1S Sl osls S,li8 50, . swgos AdS 9 uasw

sla ._S\SJ.J;QJ -.S|)|>MJ95J| u,g' UASL)JSJAS._S\DO>M|W-XAS@)| hs\ngS)o)
owl Jgl 65 au cauaas Sy el Shs pu 4 9 wowl olbewlxo
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(Private Key) suax.i 3dSg (Public Key) swgoc SlaadS o1i;Lw diosls u,laiol s,Ii8 50, sl

» il D

===========FQr ASymmetric use============= U, Lo 1 oslaiawl
Dim publicKey, privateKey As String

Dim RSA AsNew RSACryptoServiceProvider()

publicKkey = RSA.ToXmlString(False) ' get public key

privateKey = RSA. ToXmIString(True) ' get private key

::::::::::Asymmetric Encryption::::::::::: U, laiol LS)'.\S/ 0
Dim cipherText as String = AsymmetricEncryption _
(txtAsyPlainText.Text, publicK ey)

==========Asymmetric Decryption U, kol swlinS 5w,
Dim plainText as String = AsymmetricDecryption _
(txtAsyCipherText.Text, privateKey)

===========Symmetric=============
Dim Key, IV as String

Key="1234567890123456"

IV ="1234567890123456"

Dim cipherText As String = SymmetricEncryption _
(txtSyPlainText.Text, Key, 1V)

===========Symmetric=============
Dim plainText as String = SymmetricDecryption _
(txtSyCipherText.Text, Key, 1V)

Leasls ggi 9 aidly iz lw wleMbl Jsls SLXML,, (suswo JSig, Simple Access Protocol)SOA P poley |y
0, p9 5l 2S oslaiwl Guized il (o g Slpaugw 0, Ve o L3 e (o 03liw,d (s >
=k Netscap «.S i lowg aS ()59, Secure Sockets Layer)SSL | oslaiow! uoge 55 o )18
9 wllSol sl (g oaw s>l (o Sla LIS Sl 9 300 sw oslasiwl (swgos IS b SIS 50, Sl g 0an
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S i) 5 ppo wlclbl o usd | pwinan yvg)
oslawl ppo wleMbl 0,u53 5 S)iw>, 3l Vg (s 3)ls iws Wigo @ aS Sasls 158 50, Sy
ol, 51 59am9 )5 B awliow Jgud L uwlb wleMbl SGU au locws 590w w9 Saiu,Sw Shy Sew Jlie Sl ,S
L wg S8 S anliy 5l auiu oslaiwl bowd SaiuyShy ) GSwow uiseod g Jygais (swl 0gin,gs
oS L3 [ blosl ol w5 50y sUser S yasaxi Impersonate;l oslaiowl
<identity impersonate="true”
username="someuser”’
password="tosecret”
/>
b 58 S5 sl L [ lhouwn 8,8 50, Uy i S auWeb.config)s 5,9y sUsernames ;a5 oululy
owl S 5> 3,5y gUsernamesl ws ;S 0.3 wowlio
51 eslaswl gWeb.config Juld s wleMbl L L W aid;, 0,035 Sl oanw plul S, Sow Sgyum >
[, 5,00 9 Usernameulys (swo ww!l wdlbw g5l oS i Jeaxo aS ASPNET_SETREG.exg)l 91 o,
3900 03433 Syl 5>
13,5 ae>lio 5 sl 4 Alsi (o aspnet_setreg.exesglils sl -1

http://support.microsoft.com/defaul t.aspx ?scid=kb;en-us;Q329290

03,8 o b pilgi o g 10bsiselS s9i9 Sl x> 58 Sy pisbw -2
"secret" >,9.uy LUsername: "ASPNETUSER "
PSS w053 | e (wIWeb.config s ule ,><appSetting>w,le Us,S adlol -3

<configuration>

<appSettings>

<add key="Distributor" value="workstation id=F16;packet size=4096;integrated
security=SSPI;data

source=F16;persist security info=Truejinitial catalog=Distributor" />
</appSettings>

Dim connStr As String = ConfigurationSettings.A ppSettings(" Distributor™)
Dim Conn As New SglConnection(connStr)

s 3,00 9 Username ws,S adlol 5,5 aspnet_setreg.exe | 9. (s aS S, oslesiwl -5
C:\>aspnet_setreg -k:Software\ASPNetApp\Identity -u:ASPNETUSER -p:secret

o b swlen ol 5> 1wd)S iy axas 5> Vb Slpolew 5l seaiug 5> 39 (o puizod -6
0303 (suio B 55 | has g5 ¢l had aS ouls 5l bo ccwl ausy 5185, 5y ol b 9> aS iy

Please edit your configuration to contain the following:
user Name="r egistry:HK L M\Softwar e\ASPNetApp\ldentity\ASPNET_SETREG,user Name

passwor d="registry:HKL M\Softwar e\ ASPNetApp\l dentity\ASPNET_SETREG,password"
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The DACL on the registry key grants Full Control to System, Administrators, and Creator Owner.

If you have encrypted credentials for the <identity/> configuration section, or a connection string

fo

<sessionState/> configuration section, ensure that the process identity has Read access to the

registry key. Furthermore, if you have configured 11S to access content on a UNC share, the

account u

access the share will need Read access to the registry key.

Regedt32.exe may be used to view/modify registry key permissions.

Y ou may rename the registry subkey and registry value in order to prevent discovery.
;,»Machineconfig LB J=o -7

C:\WINDOWS\WMicrosoft. NET\Framework\v1.1.4322\CONFIG

1wl yu5 wygw awMachine.config s s<identity>us,S zMol g cowl
<identity impersonate="true"
userName="registry:HKLM\Software\A SPNetApp\ldentity\ASPNET_SETREG,userName"
password="registry:HKL M\Software\A SPNetA pp\Identity\ASPNET _SETREG,password"

/>

S,sWeb.config Ll s oMol alows auM achine.config Jud 5> yusei 51 S,89l> U owilgi (s o
L}JT s awlbow g uly,lS _S._J_b Cgd US,S ueog bowis S aoly

HKEY_LOCAL_MACHINE/SOFTWARE/ASPNetApp/Identity/ ASPNET_SETREG

i Registry Editor

Ao (A JSain),> aS(Regedt32;] oslaiwl L)

Flz  Edt Mew Favorkes Help
= B My Comput A . w“ -
&3 rﬂfﬁc?&ssssﬁnnm ;S:nl::mu J;?eﬂ S  AAA ) -)*LS '*SS) '“S*Ls 'H‘-‘Wl) \Jl> 9
& (1] HKEY_CLRRENT_LISER ol o e -
- 1 IV LOCAL WACHRE ﬁi e reamma - Oleul |,Permissiong o3,S ASPNET_SETREG
i i SASPNET,> ,,5 Sy ws,S adlol ouS (sw
(51 SECLRITY .. " — >
= &1 sorTuiaee q Jsw ,s)Read permissioncooad > Ul awlis
& |_] Adaptec
& 03 adoe (A
£ 1 Anead
4+ (2] Amewica Oriire
* _._J Aople Computer, Ine,
- 5”:*;;‘; Full wuASPNETUSER,,,S Wsls s -10
o M,;’i 2 sluMachine Accounteoawd ;>Control
£ > € : P .
My Competer|HKEY_LOCAL_ MACHINE|SOF TWARE|ASPNet Appldertry \ASPNET_SETREG FB @ > 9 patiine o>

Registery Editor ;| oslaiuwl -A S > "Temporary ASP.Net

Qi (s Sy 5 | ool sl wluss

C\WINDOWS\Microsoft.NET\Framework\
s e v1.1.4322.
Sy puianilgs @iy ol 51 03laiwl U -11
W e S yiowia>, ,SASPNETUSERL U ,,lS g
e S e Vb ol b 03,5 g

= =
Ficads =1 =

For special pesmissions o for advanced settings. [ Swanc
ol sk arecedl _

L [T | Cawrvoed ]

wsls ;1,8 9 ,uei.Read permission -9 <&
IS wles sluPermission ,>ASPNET
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w9 S>u,)8 S aol,u Deploy ;1 a9 S,ls piswunsw 1> plxil (putd Jvg)

Qw9

o sl e abdls gl gox> b cuclw SiLwsg, U Jud 5l S (g, : Housekeeping oS)ls o
us, 8 @ b eowl osbw HLauwnsASP.INELS wg Sy ulS Sld anlyy js(tracing)al>,o @y al> 0 LS)SU
Llgx> U solgi (swogi (s2890 ol wlu.cwl axsno wlhgiws ;> adlol auWeb.config Ll ,s<trace>w,le

5l aS anly adaw 9 axao gdaw So3,0 5> Uaw Jled e tracingaS Sguw ¢ioko @ aoly ;> Deploy
D oS oslaiwl 5 a8

<trace enabled="false" requestLimit="10" pageOutput="false" traceMode="SortByTime"
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